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Introduction 
This guide provides an introduction to the Melbourne Institute Data Lab (MIDL, 
pronounced ‘middle’), a secure data environment for housing, curating, and 
analysing sensitive data.  

This guide is part 1 of 3 of the MIDL Information Pack.  

Part 1 (identifiable by its blue cover) is intended for users, data custodians and 
the public who wish to understand MIDL. It provides information to explain the 
purpose and use of MIDL, its background and history, its service offering, and 
information about the governance of providing access to data housed in MIDL. 

Part 2 (yellow cover) is for MIDL users, and provides information on gaining 
access to MIDL, the user journey and associated costs for using MIDL. 

Part 3 (red cover) is for data custodians and provides information about hosting 
data assets in MIDL, as well as providing additional information on the services 
the Melbourne Institute: Applied Economic & Social Research (MI) offers for 
curating data and increasing data usability for approved users. Part 3 also 
provides a detailed description of MIDL’s security measures and information on 
security controls. Part 3 is a sensitive document and is not available for 
general audience access. 

What is MIDL? 
MIDL is a secure, purpose-built data enclave that enables virtual access to micro-level data for 
curation, analysis, and visualisation. MIDL provides an environment that facilitates development 
of collaborative data environments for authorised researchers and analysts, allowing the 
rigorous and deep study of critical issues important to Australian society.   

MIDL is a collaboration between Melbourne Institute, a research department within the Faculty 
of Business and Economics at the University of Melbourne with a mission to inform Australian 
economic and social policy, and Cyconsol, an Australian-based professional services provider 
specialising in the design and operation of cybersecurity and ICT capabilities working with 
Australian Government and industry. 

MIDL has been designed by researchers, specifically for researchers and data custodians. It 
builds on the existing secure data environment previously developed by the Melbourne Institute 
that was used for the production of the Household, Income and Labour Dynamics (HILDA) 
Survey for the Department of Social Services and other data products throughout the long-
standing history of the Melbourne Institute. The enhancements include an increased security 
posture that complies with a PROTECTED classification under the Australian Government’s 
Protective Security and Policy Framework; capability of remote access to authorised users;1 and 
embedded technology to enable additional data curation of the housed data using MI trained 
staff and through the collaborative environment expected of MIDL users. Disclosure risk is 
managed in MIDL through application of the Five Safes Framework (please refer Table 2). The 
design and development of MIDL has been undertaken by a large team of social scientists, data 
scientists, engineers, cybersecurity and information technology experts. 

A critical contribution of MIDL is the importance of working with administrative data through 
the lens of an empirical social scientist. Often "user ready"2 administrative data sets as provided 
by a custodian are not in a "research ready" state. MIDL staff and the users of the data will 
contribute to the development of "research ready" data sets3 by enhancing the materials 
provided by the custodians. These materials will include memoranda and programs that enable 
the near immediate use of the data for an approved project.   

 
1Includes researchers from University of Melbourne and/or a researchers any accredited university, institution or external 
organisation and data custodians who provide data assets for MIDL and require an environment for data production and 
curation. 
2Data as-collected data or as-provided from the data custodian. 
3 Data with appropriate preparation and transformation made ready for analysis. This includes additional documentation 
of variables, any treatments applied to clean the data and underlying rationale and example code to reproduce the 
transformation to raw data/as-provided data. 
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MIDL was designed with the user (analyst) in mind. MIDL is one of several vehicles available for 
a user to house sensitive or proprietary data. MIDL permits the development of theme-based 
shared data environments, the curation of data to promote the development of "research ready 
data sets" that provide relevant documentation and programs to permit increased uniformity in 
the underlying data used for economic and social policy research, and an ease of using data 
held by different organisations or departments.  

Vital to the success of MIDL is a close and trusted relationship with data custodians, which aims 
to: 

• ensure that protocols and governance frameworks are established to 
meet the needs of each custodian and to follow the five safes framework. 

• extend and expand technical data infrastructure that permits extensive 
evidence-based policy research while preserving the privacy of individuals 
and the security of sensitive data. 

• permit, where approved, the combination of measures across different 
data sets and/or the linking of data sets through a range of techniques4 

• enable the use of data from a range of commonwealth, state, and local 
governments as well as data from service providers and industry. 

• enable the exploration and testing of ideas to address critical economic 
and social policy issues in Australia. 

 
Figure 1. What is MIDL? – a key range of features for researchers and data custodians. 

 

History 
The core values and principles of MIDL go as far back as 2001 when the Melbourne Institute 
commenced data development and production of the Household, Income and Labour Dynamics 

 
4 Please note that while MIDL would permit data linking, the development of any linking keys would be through an 
accredited linking authority. 
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in Australia (HILDA) Survey for the Department of Social Services (DSS). Infrastructure and 
processes compliant to maintain production of the HILDA Survey were put in place. In 2011, the 
Melbourne Institute also commenced production of the Journeys Home Longitudinal Survey 
funded by Australian Government and the DSS. These projects required infrastructure and 
processes to align with specific requirements of their respective contracts but with the scope 
for a single project at a time. To meet these requirements, the Melbourne Institute established 
the Melbourne Institute Secure Environment (MISE), an environment that enabled secure data 
access and production. 

The Melbourne Institute’s mission to enable richer analyses of data was further strengthened 
with the data production for the Consumer Attitudes, Sentiments and Expectations in Australia 
(CASiE) survey and the Medicine in Australia: Balancing Employment and Life (MABEL) 
longitudinal survey. 

Today, the Melbourne Institute has over 50 researchers working with a range of data assets 
including data from primary and secondary sources for academic and engagement research 
projects for Australian Government and external organisations. This work has strengthened the 
Institute’s position on the use of data for research purposes to inform Australian economic and 
social policy.  

In 2019, the Melbourne Institute established its Data & Analytics program. This program brought 
about a shift in the thinking with regards to data management at the Institute – and transition 
from conducting focussed research on singular projects to expanding its use across multiple 
projects. This is achieved through the following data principles: 

• A strong focus on understanding “as provided” data and using best practices for data 
preparation used in industry to create “research ready” data assets including the 
creation of additional documentation to aid researchers in understanding the underlying 
data assisting subsequent analysis pathways. 

• Establish appropriate infrastructure and processes to enable data sharing and 
collaboration across a wide range of projects. 

• Use of internal and external cybersecurity consultants to ensure infrastructure and data 
security and data management processes are/remain compliant or aligned with 
appropriate standards defined by Australian Government and industry best practices. 

• Enable better engagement with data custodians to increase trust between the data 
user and the data custodian and enable collaboration to make the data more usable for 
academic and engaged research.  

In 2019, the Melbourne Institute staff, and the Data & Analytics team engaged an external 
cybersecurity capability provider to work towards expanding the existing MISE environment. In 
2020, the Melbourne Institute embarked on the development and deployment of MIDL which is 
aligned with the core data principles outlined above. In late 2021, MIDL completed its build 
phase and in mid-2022 MIDL underwent its first security assessment under the Australian 
Government’s Information security Registered Assessor’s Program (IRAP) at a PROTECTED 
classification level. 

Objectives of MIDL 
In line with the mission of the Melbourne Institute, the primary aim of MIDL is to enable high-
quality academic or industry engagement research  on major economic and social policy issues 
affecting contemporary Australia.  

The objectives of MIDL are to:  

• provide a collaborative data environment for use by authorised researchers and analysts, 
permitting rigorous and deep study of critical issues important to Australian society. 

• enable access of administrative data sets from Government and proprietary sources, and 
data collected through surveys and field experiments, to trusted users. 

• enable remote access through a secure virtual desktop environment and provide 
analytical capability for users to conduct their analyses. 

• enable data custodians to provide data with maximum utility for users while maintaining 
the confidentiality of the information. 
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• provide a platform to enable data curation through the ability to share additional 
material from MIDL staff, the data custodian and researchers. 

Overview of MIDL 

Who is a user? 
The definition of ‘user’ that we use throughout this document is either: (1) a researcher from an 
accredited university, institution or external organisation that has already been cleared by the 
data custodian to access the data set(s) stored in MIDL; or (2) a data custodian who is providing 
data set for MIDL and require an environment for data production and curation. 

Service offering 
The key services of MIDL include: 

• A virtual computing environment with an increased security posture to host a range of 
sensitive data assets to approved users for the purpose of research that informs 
Australian economic and social policy. Data sets may include assets from the Australian 
Federal Government, state and local governments, service providers and industry. Data 
sets with security classification up to PROTECTED (or similar in cases where data 
custodians are outside Government) may be stored and hosted for approved users 
through MIDL. 

• Safe and secure processes to protect data assets of data custodians minimising risk of 
disclosure. 

• Access to a secure information management system (MIDL Wiki) from inside the 
environment which provides an increased value proposition for both researchers and 
data custodians. This Wiki page provides users with additional data documentation, 
“research ready” and a “working data set”5 versions of data assets as curated by 
research staff at the Melbourne Institute enabling faster research. 

• Ability for researchers to use/combine a range of data sets for analyses fitting a specific 
research theme through a Shared Data Environment (SDE). The purpose of a SDE is to 
permit researchers interested in working on a given theme to have access to data from a 
range of sources, with permission, that allows better analyses of questions related to the 
theme. SDE users have the additional capability to contribute to the body of knowledge 
through the MIDL Wiki system. 

• Access to additional support, data services and engaged research opportunities through 
the use of Melbourne Institute research and professional staff. 

The MIDL environment  
MIDL’s secure virtual desktop infrastructure (VDI) allows approved users to remotely access and 
analyse sensitive data assets from primary and secondary sources for approved studies. MIDL’s 
VDI is setup as follows: 

• A project workspace is defined by the research topic/question set out in the MIDL 
Project Application Form. All users named in the application form will be approved for a 
project on MIDL by the data custodian(s) for the requested data. These approved users 
will have access to the project workspace on MIDL. An illustration of this provided in 
Figure 2. 

 
5 A “working data set” is a data set or collection of data sets that have undergone further transformation to create a 
single, harmonized data asset that is ready for analysis of a specific research theme or topic. 
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Figure 2. Graphic representation of a project workspace in MIDL. 

• Each project workspace has a number of virtual desktops that they may utilise to access 
the computing environment for analyses. These virtual computing environments are 
accessible through these virtual desktops over an encrypted internet connection and 
provide users with a range of statistical analytical packages and programming languages 
for data analysis and visualisation. MIDL is committed to enable the use of flexible 
workspaces i.e. the use of virtual desktops across multiple users in a project providing an 
economical solution to researchers. 

The data sets that are requested for use through the MIDL Project Application Form will need to 
be approved by data custodian(s) prior to access through the virtual desktops mentioned 
above. In MIDL, users can access data through two mechanisms: 

1. through a standalone project workspace which is created for a research study that is 
approved by data custodians for investigating a specific set of research questions within 
a singular theme, or 

2. through an already defined Shared Data Environment (SDE), a special project workspace 
specifically set up for projects that conduct analyses and research on a specific research 
theme.  

Mechanisms of accessing data through MIDL: standalone projects vs Shared 
Data Environments 

Standalone projects 

A standalone project is defined by a singular research topic as approved by the data 
custodian(s) using the information provided on the MIDL Project Application Form. Standalone 
projects consist of a single project workspace through which approved users can access a 
single data set or multiple data sets (subject to requirements from the data custodians) for 
analyses. If there are multiple data sets, approved users may combine these data sets to enable 
deeper analyses. The use of multiple data sets may not be available on all projects and are 
subject to requirements defined in relevant Data Sharing Agreements (DSA) between the 
University of Melbourne/ Melbourne Institute and the data custodians.  

Shared Data Environments 

A Shared Data Environment (or SDE) is a special project workspace that is set up for projects 
that conduct evidence-based research to inform Australian economic and social policy under a 
singular theme e.g. study of disadvantage and cycles of disadvantage in Australia. SDE’s are first 
developed by a team of researchers interested in a collaborative research space for a specific 
theme of research. Multiple data sets may be brought in to the SDE to enable research under 
this theme across multiple projects. A data governance committee will be established by these 
lead researchers to enable a regulated process in bringing additional data in to the SDE. 
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SDE’s provide approved users with a range of other features that may not be available through 
standalone projects6. These features are enabled through contributions to a shared body of 
knowledge inside the SDE by MI staff and other approved users inside the SDE. These include 
the following: 

• Memoranda, codebooks, and other materials to assist the users in their understanding of 
the data for which they have been given access. 

• Access to a sub-sample data set (what we refer to as a “research ready” and/or “working 
data set”) that contains the popular variables amongst similar researchers.  

o e.g. projects that look into income will have the relevant income variables in their 
extract. Projects that are investigating economic disadvantage will include 
additional information on the income variables and treatments applied to them 
because of how the data were collected. 

• Access to programs used to transform and create sub-samples of data sets including the 
above mentioned “research ready” versions of a data set. 

• Access to memoranda, sample code and derived variables other approved users (within 
the same SDE) that have been shared from prior analysis. Users in the SDE will also have 
the ability to contribute to this shared body of knowledge which is housed inside MIDL’s 
information management system (or MIDL Wiki).    

This collaborative environment will be enabled through the MIDL Wiki page that will only be 
accessible for approved projects from within MIDL. If your project workspace is part of a Shared 
Data Environment (SDE), this feature will be available by default unless instructed by the 
relevant data custodians or data sharing agreement. 

Comparison between standalone projects vs Shared Data Environments 

Table 1 provides an overview of the differences between standalone projects and Shared Data 
Environments.  

Table 1. Differences between standalone projects and Shared Data Environments. 

 Standalone project Shared Data Environment 

Research topic definition 
As defined in project 

application submitted by the 
user 

A theme of research  
designed to capture data 

that can be used for 
evidence-based analysis of 

questions related to the 
given theme 

Multiple users Yes Yes 

Multiple projects No Yes 

Multiple data assets Maybe* Yes 

Multiple data custodians Maybe Yes 

Data sharing agreement template Can be generated by MIDL or by data custodian 

Ability to combine data assets Maybe* Likely+ 

Access to MIDL Wiki for additional 
material prepared by MI D&A 

Not in MIDL Rel 1. Yes 

Ability to contribute to MIDL Wiki Not in MIDL Rel 1. Yes 

*as permitted by relevant data sharing agreement(s) 
+a SDE could include data sets that cannot be combined 

Apart from the above differences, the way in which users apply for projects, approved for 
access, onboarded and obtain approvals for material to be taken out of the MIDL environment 
are the same. A graphical representation of this is shown in Figure 3. 

 

 
6 Not through MIDL Release 1. Future releases will benefit from ongoing continuous improvements to MIDL’s systems. 
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Figure 3. MIDL User Journey and mechanisms of accessing data through MIDL. 
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How are sensitive data secured? 
In line with information security controls from the Australian Government Protective Security 
Policy Framework (PSPF) and the Australian Government Information Security Manual (ISM) 
required for a PROTECTED system, MIDL incorporates a large range of information security 
controls to ensure data access, use, storage and transmission are safe and secure. A detailed 
overview of these controls are provided in Part 3 of the MIDL Information Pack. These 
information security controls can be customised at a project-level to comply with data 
custodian requirements set out in the data sharing agreement.  

One of MIDL’s core objectives is to ensure a sufficient level of security so that data custodians 
have the ability to provide data assets with the maximum utility for social and economic 
research without compromising data privacy. This is achieved by application of the Five Safes 
Framework to effectively manage disclosure risk as outlined in the table below. 

Table 2. Application of the Five Safes Framework inside MIDL. 

Element of 

framework 
Application through MIDL 

Safe People 

Users must undergo security awareness training and complete an authorisation 
process prior to data access.  
 
The organisation(s) that potential users belong to must first sign MIDL Access 
Agreements that form a head agreement between the organisation and the 
University of Melbourne for MIDL access. At a project level additional project 
schedules including the MIDL Acceptable Use Policy, and any additional terms set 
out by the data custodian, must be signed prior to being granted MIDL access. This 
project schedule includes a confidentiality agreement that stipulates a user’s 
requirements to maintain data privacy and confidentiality whilst using MIDL.  
 
The MIDL security awareness training covers shared responsibilities of user’s in 
maintaining data security and data confidentiality of assets held within the MIDL. It 
also includes key contact details for raising service requests and security incidents. 
The MIDL training also covers basic concepts in statistical disclosure control to 
ensure data privacy is maintained when taking data outputs out of the secure 
environment. 
 
Data custodians may elect to nominate an user approval process that requires 
additional security controls such as police checks and/or security clearances prior 
to granting access to data. 

Safe Projects 

Current processes requires project leads to: 
• Ensure their project is of public interest and for research or statistical 

purposes; 
• Describe their project and project objectives; 
• Provide details on partner organisations and/or funding; 
• Provide details on ethics approvals for project activities; 
• Provide details on required data assets; 
• And provide additional security controls (include data retention policies) 

that may be applicable to their project through additional requirements 
from any relevant data sharing agreements. 

 
When establishing the data sharing agreements, processes can be put in place to 
allow data custodians to nominate an approval process for users and/or projects 
using the information captured above. This would allow data custodians to enquire 
on how users’ intend to use the data and share outputs. This would also ensure that 
project aims align with a data custodian’s mission statement and values. 
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Safe Settings 

Information security controls implemented within MIDL for a security classification 
of PROTECTED under Australian Government Protective Security Policy 
Framework and the Information Security Manual (ISM).  
 
MIDL utilises an array of information security controls as required by Australian 
Government and international regulations. This includes: 

• strong authentication and identity management controls including the 
enforcement of multi-factor authentication protocols 

• 24x7 ongoing security monitoring of facilities and environment (SIEM/SOC) 
• Citrix remote desktop environment with additional security controls to 

ensure data confidentiality is maintained 
• data storage and archiving with retention up to 7 years (extendable to 20 

years) 
• Citrix-based solution for file ingress/egress vetting and approvals before 

files/outputs can be transferred in to or out of the MIDL environment 
 
In mid-2022, MIDL completed its first security assessment under the Australia 
Government’s Information security Registered Assessor’s Program (IRAP) by an 
external auditor. MIDL was assessed against the information security controls 
required for a PROTECTED-level system under the ISM and found to be 93% 
compliant against the assessed controls. MIDL also underwent a penetration test 
and will undergo annual penetration testing and further IRAP assessments every 
two years as per MIDL’s assurance and audit policies. 

Safe Data 

MIDL accepts data that have direct identifiers removed with further treatments 
applied to minimise disclosure risk. Where this is not applicable, MIDL will leverage 
its increased security posture with additional security checks for users that need 
access to sensitive information. 
 
Data containing direct identifiers will not be released to the user from inside the 
secure environment. 
 
A range of statistical disclosure control tactics are highlighted in the MIDL security 
awareness training as techniques that users can implement on their outputs prior to 
preparing for vetting by the data custodian. 

Safe Outputs 

All statistical outputs and visualisations will need to be vetted and cleared before 
they are taken outside the MIDL environment. This is implemented using a Citrix-
based  custom solution that allows data custodians to view outputs prepared by 
the users and approve/reject or provide feedback to ensure statistical results are 
non-disclosive. 
 
Material in the MIDL Wiki cannot be taken outside the MIDL environment without 
approval from the data custodian(s). 
 
There is no copy/paste functionality, print capability or the use of removable media 
storage, limited internet functionality to ensure data cannot be taken out without 
the use of the MIDL output clearance processes. 

 

Appropriate governance mechanisms 
MIDL also has a range of governance processes in place as per the MIDL governance framework. 
This governance framework has multiple governance structures in place to ensure: 

1. MIDL follows appropriate regulatory and compliance governance. This is to ensure 
that MIDL maintain compliance against multiple external legal and regulatory 
requirements, those of which include the Privacy Act, the Protective Security and Policy 
Framework and Information Security Manual, the Data Availability and Transparency Act, 
and other contracts and agreements in place for data access. 
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2. MIDL follows appropriate data governance. The MIDL governance framework also 
describes structures and processes in place to maintain a trusted reputation among 
current and prospective data custodians, data users and other stakeholders. The MIDL 
governance framework also describes how various legal, regulatory and security 
requirements of different data assets are managed. 

3. MIDL follows appropriate governance of its Shared Data Environments (SDE’s). Each 
SDE within the MIDL have the option of having their own frameworks for deciding and 
approving each of the SDE’s research themes and research direction, approval of 
projects for the SDE and engagement with data custodians to bring specific data assets 
to the SDE. 

Support services 

Services 
MIDL is serviced by a team at the Melbourne Institute with technical services provided by 
Cyconsol and University of Melbourne Business Services. All MIDL staff undergo security checks 
and are bound by non-disclosure agreements.  

MIDL Services staff hold a minimum of a National Police Clearance Check and MIDL systems 
administrators hold a minimum of Baseline Security Clearance from the Australian Government 
Security Vetting Agency (AGSVA). Personnel in the Melbourne Institute Data & Analytics team 
providing data support will hold appropriate security checks and/or security clearances as 
arranged between the Melbourne Institute and the data custodian. All staff servicing MIDL are 
required to comply with University of Melbourne policies and procedures including MIDL-
specific procedures relating to privacy and security and undergo periodic privacy training. 
Contractors engaged to provide services for MIDL are subject to relevant security checks and 
hold a minimum of a Baseline Security Clearance if access is provided to MIDL’s systems. 

Technical services team members who administer MIDL file systems may be able to view data 
files within MIDL but have no authority to take any data out. MI Data & Analytics team members 
who may review files entering and/or leaving MIDL (dependent on data sharing agreements 
with data custodians) will have a relevant authority to view the files but no ability to download 
the files on to their local computing environment. Staff members reviewing files will not have 
any authority to transfer files between project workspaces unless performed by a MIDL systems 
administrator at the request by a user with appropriate approval. A log of all actions and files 
passing through the MIDL data curation management system is retained for future auditing 
purposes. 

MIDL’s Services and technical services teams will respond to queries and provide support on 
matters relating accounts, access, MIDL’s virtual desktop infrastructure and installed packages 
as well as the addition of new software packages.  

Data & Analytics services 
The Melbourne Institute Data & Analytics team or approved staff employed by the data 
custodian may provide support with reviewing file ingress and egress through the MIDL data 
curation management system. This will vary by data custodian as processes agreed in data 
sharing agreements are between the Melbourne Institute and the data custodian. 

The Melbourne Institute Data & Analytics team will provide additional support for researchers 
through the MIDL Wiki page inside the MIDL environment. This support includes additional 
documentation and/or sample programs and code for analyses of specific data sets. Users may 
use the MIDL Service Desk to request additional information and/or make suggestions to any 
changes to the content provided in the MIDL Wiki. 

Users including data custodians may request additional services from the Melbourne Institute 
Data & Analytics team or Melbourne Institute academic staff. These services include additional 
support with data analytics, programming or engaging in research activities (which includes 
rapid analysis of data on specific topics or themes relating to Australian economic and social 
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policy). These services will attract a fee that will negotiated with relevant parties on a case-by-
case basis.  

Future releases and communications 
The Melbourne Institute Data Lab (MIDL) will undergo continuous improvements which will 
include minor changes to processes or major changes to infrastructure and processes to bring 
new features and/or security enhancements to the system. The information packs will be 
updated accordingly to reflect these changes. All upcoming changes and relevant 
communications will be shared with all current users, data custodians and relevant organisations 
as required. 

Contact information 
The MIDL team is available to answer specific questions you may have about the MIDL platform. 
Please contact servicedesk@midl.unimelb.edu.au if you would like to discuss any further details.  
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Document History 

Revision history 
A version number X refers to a version of this document that discusses the feature set and/or 
processes for a specific release of MIDL. E.g. a document version number of 1.12 is the 12th 
version of this document for the MIDL platform at launch.  

Version 
number 

Author Date Details of changes 

1.0 
Rajeev 
Samarage 

18/04/21 Final draft of version 1 

1.1 
Rajeev 
Samarage 

29/07/21 Minor edits and corrections 

1.2 
Rajeev 
Samarage 

09/06/22 
Annual review. Updated sections following IRAP 
assessment. Included updated Five Safes 
application and governance mechanisms. 
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